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(c)New Yorker, 1993.

3

Internet



© Hitachi, Ltd. 2019. All rights reserved. 4

© Hitachi, Ltd. 2019. All rights reserved. 5



© Hitachi, Ltd. 2019. All rights reserved.

462675
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Difficult to forge or tamper
(due to making images from the blood flow pattern of the living body)

Quick authentication/Easy registration/Excellent operability
Feature

Balanced precision
False Rejection Rate(FRR)
0.01%
False Acceptance Rate(FAR) 
0.0001%
Failure To Enroll Rate(FTER) 
<0.03%

authentication image

Finger

Near infrared LED

An authentication technology developed by Hitachi, which identifies 
individuals by images of vein patterns obtained by transmitting light (near 
infrared) through fingers

Camera

Hitachi Finger Vein Biometrics Technology
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DeviceUser Server

Public key
auth.Biometric

data
Secret key

Public key
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DeviceUser Server

Public key
auth.

Public key
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PKC and Digital Signature using biometrics as a secret key

Enable PKC-based auth. without managing any secret key.
- Minimize the risk of secret key leakage.

Enable biometric auth. without managing any biometric feature data.
- Minimize the risk of biometric data leakage. 

PBI
Feature
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Public key 
generation

(One-way function)

Biometric feature cannot be restored
(Preservation of security & privacy)

Registration
Public DB

Public key certificate (≠Biometric feature)

Common use from various servicesi

Registration

Public key
Biometric 

feature

Secret key
extraction

Secret key

Registration : Public key is generated by one-way transformation of biometric feature.
Authentication : Digital sig. is generated from biometrics, and verified by public key.

Neither biometric data nor a secret key is stored on the system.

Verification

/
Signature

Document
Attacker

Verifier
VerificationImpossible to forge / 

tamper / spoof

Document
Biometric feature= Secret key

No need to use 
a smart card or a password

d t

Secret key
extraction

Secret keyBiometric
feature

kkeyey

Digital signature
generation

(One-way function)

Digital signature

Public keys and signatures are generated based on biometrics
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[1] Y. Dodis, et. al., “Fuzzy extractors: How to generate strong keys from biometrics and other noisy data,“
SIAM J. Comput., 38(1):97-139, 2008.

Cryptographic
authentication

Error 
correction &

Key extraction

Helper data of 

Biometric
data

Secret
key

Public keyPublic ke

RSA, ECDSA, etc…
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[1] K. Takahashi, et. al., “A Signature Scheme with a Fuzzy Private Key”, ACNS’15.
[2] T. Matsuda, et. al., “Fuzzy Signatures: Relaxing Requirements and a New Construction”, ACNS’16.

Fuzzy
Signing

Fuzzy
Verification

Biometric data
= secret key

Public
keyNo need for 

helper data
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Received prestigious awards for establishment of PBI tech.
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PBI requires only one-time registration and enables universal authentication for every service, 
both cyber and physical, without any possessions or knowledge, while protecting the privacy.
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User
Public Key

Registration
(only once)

Privacy protection,
Cryptographic

Provable Security

Hands-free, Password-less Authentication

Verify
PP

Key generation
(One-way trans.)

CertificateCertificate
PBI registration / authentication serviceIrreversible

Common platform for authentication/identification
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Finger Vein is Civil-Liberty Friendly Biometrics
non-Criminal Evidence Type

non-Surveillance Type 
non-Pressive type

Finger Vein is Highly Confidential Biometrics Inside Body

Privacy Friendly & Strong Cyberattack Resistance by PBI

Ideal Biometrics Infrastructure for Smart City 
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